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E. Regulatory Flexibility Analysis 

62 Pursuant to the Regulatory Flexibility Act of 1980, as amended,’I6 the 
Commission’s Initial Regulatory Flexibility Analysis is attached as Appendix A. 

VI. ORDERING CLAUSES 

63 Accordingly, IT IS ORDERED that, pursuant to the authonty contained in 
sections 1-4, 227 and 303(r) of the Communications Act of 1934, as amended; the Controlling 
the Assault of Non-Solicited Pornography and Markeling Act of 2003, Pub L. No. 108-187, 117 
Stat. 2699; and the Do-Not-Call Implementation Act, Pub. L. No. 108-10, 117 Stat 557, 47 
U S C $8 151-154, 227 and 303(r); the NOTICE OF PROPOSED RULEMAKING AND 
FURTHER NOTICE OF PROPOSED RULEMAKING ARE ADOPTED. 

64 IT IS FURTHER ORDERED that the Commission’s Consumer & Governmental 
Affairs Bureau, Reference Information Center, SHALL SEND a copy of this Notice of Proposed 
Rulemaking and Further Notice of Proposed Rulemaking, including the h t i a l  Regulatory 
Flexibilrty Analysis, to the Chief Counsel for Advocacy of the Small Business Administration. 
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APPENDIX A: INITIAL REGULATORY FLEXIBILITY ANALY SlS 

I. INTRODUCTION 

1 In this Notlce of Proposed Rulemaking motice) we initiate a proceeding to 
implement the Controlling the Assault of Non-Sol~cited Pornography and Marketing Act of 2003 
(CAN-SPAM Act or Act).' The CAN-SPAM Act directs the Federal Communications 
Commission (FCC or Commission) to issue implementing regulations to protect consumers from 
unwanted mobile senme commercial We seek comment on how to best carry out our 
mandate from Congress to protect consumers and businesses from the costs, inefficiencies and 
inconveniences that result from unwanted messages sent to their wireless dewces. 

2 In the Further Notice of Proposed Rulemaking (Further Notice) we seek further 
comment on the restrictions under the Telephone Consumer Protection Act (TCPA) on 
autodialed and artificial or prerecorded message calls to wireless telephone numbers To ensure 
that telemarketers have reasonable opportunities to comply with the rules, we seek comment on 

~ ~ 

Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003, Pub L NO 108-1 87, 117 Stat 1 

2699 (2003) (CAN-SPAMAcf) 

See CAN-SPAMAcrr, Section 14(b) 2 

' Telephone C'onsumer Protection Act of 1991, Pub L No 102-243, 105 Stat, 2394 (1991), codfled at 47 U S C 5 
227 (TCPA) The TCPA amended Title II of the Communications Act of 1934.47 U S+C 9 5 201 erseq 

2 



Federal Communications Commission FCC 04-52 

2003; andor CG Docket No 02-278 for Rules and Regulations Implementing the Telephone 
Consumer Protection Act of I991 In completing the transmittal screen, commenters should 
include their full name, U S Postal Service mailing address, and the applicable docket or 
ruIernaking number. Parties may also submit an electronic comment by Internet e-mail. To get 
filing instructions for e-mail comments, commenters should send an e-mal to ecfsafcc gov, and 
should include the following words in the body of the message, “get form.” A sample form and 
directions will be sent in reply. 

58 Parties who choose to file by paper must file an original and four copies of each 
filing. If more than one docket or rulemaking number appears in the caption of this proceeding, 
cornmenters must submit two additional copies for each additional docket or rulemaking number. 
Filings can be sent by hand or messenger delivery, by commercral overnight courier, or by first- 
class or overnight U.S. Postal Service mail (although we continue to expenence delays in 
receiving U.S. Postal Service mal). 

50 The Commission’s contractor, Natek, Inc., will receive hand-delivered or 
messenger-delivered paper filings for the Commission’s Secretary at 236 Massachusetts Avenue, 
N.E., Suite 110, Washington, D C. 20002. The filing hours at this location are 8-00 a m to 7.00 
p,m. All hand dehvenes must be held together with rubber bands or fasteners, A n y  envelopes 
must be disposed of before entenng the building Commercial overnight mail (other than U S. 
Postal Service Express Mail and Pnority Mail) must be sent to 9300 East Hampton Dnve, 
Capitol Heights, MD 20743. U.S. Postal Service first-class mail, Express Mail, and Prionty Mail 
should be addrcssed to 445 12* Street, S.W., Washington, D C .  20554. All filings must be 
addressed to the Commission’s Secretary, Office of the Secretary, Federal Communications 
Commission. Parties who choose to file paper comments also should send four paper copies of 
their filings to Kelli Farmer, Federal Communications Commission, Room 4-C734, 445 12‘h 
Street, SW, Washington, DC 20554. 

60 One copy of each filing must be sent to Qualex International, Portals 11, 445 12th 
Street, S W , Room CY- B402, Washington, D.C. 20554, telephone 202- 863- 2893, facsimile 
202-863-2898, or via e-mail qualexintG!aol corn. Filings and comments may be downloaded 
from the Commission’s ECFS web site, and filings and comments are available for public 
inspection and copying dunng regular busincss hours at the FCC Reference Information Center, 
Portals TI, 445 12th Street, SW, Room CY- A257, Washington, D. C. 20554. They may also be 
purchased from the Commission’s duplicating contractor, Qualex International, which can be 
reached at Portals 11, 445 12th Street, SW, Room CY- B402, Washington, D. C. 20554, by 
telephone at 202- 863- 2893, by facsimile at 202- 863- 2898, or via e- mail at 
quaIexint@aol.com. 

D. Accessible Formats 

61. To request materials in accessible formats (computer diskettes, Iarge print, audio 
recording and Braille) for persons with disabilities, contact the Consumer & Governmental 
Affairs Bureau, at (202) 41 8-0531, TTY (202) 418-7365, or at fcc5O4@fcc.gov. 
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adopting a limited “safe harbur” for telemarketers that call telephone numbers that have recently 
been ported from a wireline telecommunications provider to a wireless telecommunications 
provider In addition, we seek comment in the Further Notice on whether we should amend our 
safe harbor prclvisian for telemarketers that are requird to comply with the national do-not-call 
registry. In an effort to remain consistent with the FTC’s possible rule change, we propose 
amending our safe harbor to require telemarketers to update their call lists every 30 days.4 

11. BACKGROUND 

A. The CAN-SPAM Act 

3 On December 8,  2003, Congress passed the CAN-SPAM Act to address the 
growing number of unwanted commercial electronic mail messages, which Congress determined 
to be costly, inconvenient, and often fraudulent or deceptive Congress found that recipients 
“who cannot refbse to accept such mail” may incur costs for storage, and ‘%me spent accessing, 
reviewing, and discarding such mail.”6 The Act prohibits any person from transmitting such 
messages that are false or misleading and gives recipients the nght to decline to receive 
additional messages from the same source.’ The Federal Trade Commission (FTC) and the 
Department of Justice (DOJ) are charged with general enforcement of the CAN-SPAM Act * 
Certain other agencies, including the FCC, are authonzed to enforce the provisions of the Act 
with regard to entities under their jurisdiction The FCC has such authonly “with respect to any 
person subject to the Communications Act of 1934,” and may do so with respect to others under 
“any other authority conferred on it  by law.”’D 

4. The CAN-SPAM Act requires the FCC to issue rules with regard to mobile 
service commercial messages within 270 days of January 1, 2004, and, in doing so, to consult 
and coordinate with the FTC.” Specifically, section 14 of the Act requires the FCC to 
promulgate rules to protect consumers from unwanted mobile service commercial messages, and 
in doing so, consider, among other factors, the ability of senders to determine whether a message 
is a mobile commercial elcctronic mail message l 2  In addition, the Act requires that in 

See Consohddted Appropnahons Act of 2004, Pub 1, No 108-199, 188 Stat 3 (Apprupnazwns A n ) ,  This 4 

requirement is in Division B, Title V 

’ See CAN-SPAM ~ c t ,  Section 2(a) 

‘See CAN-SPAM Acf, Section 2(a) Congress also found that the growth of unsolicited commercial elcctromc mail 
“imposes significant monetary costs” on Internet access service providers CAN-SPAM Act, Sectron 2(a)(6). 

CAN-SPAM Act, Sectron 5 (prohibitmg false or msleading header mformatlon and subject hncs) Section 4 of the 
Act also provides crimnal sanctions for certain fraudulent activity in connection wth sending eIectromc messages 
which Congiess found to be particularly egregious CAN-SPAM Act, Section 4 

7 

See CAN-SPAMAa, Sections 7(a) and 4 E 

’ CAN-SPAMArt, Sechon 7 p )  and (c) In addition, under section 7( f )  States may, on hehalf of their cihzens, bnng 
civil action seeking damages and injunctive relief against those who violate the section 5 of the Act 

Io CAN-SPAMAct, Section 7(b)(IO) and (c) 

’ ’ See CAN-SPAM Act, Section 14. 

“commercial electronic mail message that is transnutied directly to a wireless device that is utilrzcd by a subscriber 
See CAN-SPAMAct, Section 14(b) and (c) The Act defmes “mobile service commercial message” as a 12 

(continued ) 
3 
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rules? Are there any reasons the Commission should not amend its rules to be consistent with 
the FTC? 

V. PROCEDURAL ISSUES 

A. Ex Parte Presentations 

54 This is a non-restricted notice and comment rulemaking proceeding. Ex parte 
presentations are permitted, except dunng the Sunshine A enda penod, provided that 
presentations are disclosed as provided in the Commission’s rules. Fl5 

B. Paperwork Reduction Act 

55 This Notice and Furlher Notice contains either proposed or modified information 
collections. As part of a continumg effort to reduce paperwork burdens, we invite the general 
public and the Office of Management and Budget (OMB) to take this opportunity to comment on 
the information collections contained in this Notice and Further Notice, as required by the 
Papenvork Reduction Act of 1995, Public Law 104-13. Public and agency comments are due at 
the same time as other comments on this Notice and Further Notice; OMB comments are due 60 
days from the dale of publication of this Notice and Further Notice in the Federal Register. 
Comments should address: (a) whether the proposed collection of information IS necessary for 
the proper performance of the functions of the Commission, including whether the information 
shall have practical utility, (b) the accuracy of the Commission’s burden estimates; (c) ways to 
enhance the quality, utility, and ctanty of the information collected; and (d) ways to minimize 
the burden of the collection of information on the respondents, including the use of automated 
col1ection techniques or other forms of information technology. 

I 

C. 

56 

Filing of Comments and Reply Comments 

We invite comment on the issues and questions set forth above. Pursuant to 
sections 1.41 5 and 1 419 of the Commission’s rules, 47 C F R $8 1 415, 1 419, interested parties 
may file comments in CG Docket No 04-53, concemng unwanted mobile service commercial 
messages and the CAN-SPAM Act, on or before 30 days after publication in the Federal 
Register, and reply comments on or before 45 days after publication in the Federal Register 
Parties shall file comments in CG Docket No 02-278, concerning both a limited safe harbor 
under the TCPA and the required frequency for telemmketers to access the national do-not-call 
regstry, on or before 15 days after publication in the Federal Register, and reply comments on or 
before 25 days after publication in the Federal Register. 

57 Comments may be filed using the Commission’s Electronic Comment Filing 
System (ECFS) or by filing paper copies. See Electronic Filrng of Docurnants in Rulemakzng 
Proceedings, 63 Fed. Reg, 24121 (1998). Comments filed through the ECFS can be sent as an 
electronic file via the Internet at <http://www fcc.gov/e-file/ec~s.h~m~~. Generally, only one 
copy of an electronic submission must be filed Please make sure to file comments in the 
appropriate docket number: either CG Docket No 04-53 far Rules and Regulations 
Implementing the Controlling the Assault of Non-Solicited Pornography and Marketing Act of 

Seegenera& 47 C F R $9 I 1202,l 1203,l 1206(a) I 1 5  
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promulgating its rules the Commission must provide subscribers the ability to avoid receiving 
mobile service commercial messages sent without the subscnbers’ pnor consent, and the ability 
to indicate electronically a desire not to receive future mobile service commercial messages l 3  
Further the Act requires the Commission to consider the relationship that exists hetween 
providers of such services and their subscnbers, as well as the ability of senders to comply with 
the requirements of the Act given the unique technical limitations of wreless devices.’* Finally, 
for purposes of this discussion, the CAN-SPAM Act also provides that “[n]othing in this Act 
shall be interpreted to preclude or override the applicability” of the TCPA.*’ 

B. The Telephone Consumer Protection Act 

5. The TCPA was enacted to address certain telemarkeling practices, including calls 
to wireIess telephone numbers, which Congress found to be an invasion of consumer privacy and 
even a nsk to public safety.16 The statute restricts the use of automatic telephone dialing 
systems, artificial and prerecorded messages, and telephone facsimile machines to send 
unsolicited adverti~ernents.’~ The TCPA specifically prohibits calls using an autodialer or 
artificial or prerecorded message “to any telephone number assigned to a paging service, cellular 
telephone service, specialized mobile radio service, or other common carrier service, or any 
service for which the called party is charged.”’* In addition, the TCPA required the Commission 
to “initiate a rulemaking procceding concerning the need to protect residential telephone 
subscnbers’ pnvacy nghts” and to consider several methods to accommodate telephone 
subscnbers who do not wish to receive unsolicited advertisements.” 

6 .  In 2003, the Cornmission released a Report and Order revising the TCPA rules to 
respond to changes in the marketplace for telemarketing *’ Specifically, we established, in 
conjunction with the FTC, a national do-not-call registry for consumers who wish to avoid 
unwanted telemarketing calls.2’ The national do-not-call registry supplements long-standing 
company-specific rulcs which require companies to rnamtain lists of consumers who have 
directed the company not to contact them. We also detennined that the TCPA prohibits any call 

( conhnued from ~ ~ G V J U U S  page) 
of commercial mobile service” in connection with such service Sea supra para 9, see also CAN-SPAMAci, Sectm 

I s  See CAN-SPAMAcz, Section 14(b)(l) 

l a  CAN-SPAM Act, Section 14(b)(3) and (4) 

‘’ CAN-SPAMAct, Section 14(a), see also TCPA, Pub. L. No. 102-243,105 Stat 2394 (19911, codtfied nt 47 U S C 
5 227 

l6 See TCPA, Section 2(5), reprinted n 7 FCC Rcd 2736 at 2744 

”47 U.S C. 4 227@)(1). 

’* 47 U S C. 5 227{b)(l)(A)(iii) 
’’ 47 U S C g 227(c)(1)-(4). 

** See Rules and Rqulatrons Implementing the Telephone Consumer Protectton Art of I991) Keport and Order, 18 
FCC Rcd 14014 (2003) (2003 X P A  Order) 

The United States Court of Appeals for the Tenth Clrcuit recently upheld the conslitutionalrty of the national do- 
not-call registry See Mninsfrwm Marketing Services, Inc v Federal Trade Commzssmn. No. 03-1429 (lo* Cir 
February 17,2004) 

14(4 

2 1  
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safe harbor that the three-month penod for telemarketers might prove to be too long to benefit 
some consumers, and indicated our intention to carefully monitor t h e  impact of the 
requirement. O9 

51. On January 23, 2004, the Consolidated Appropriations Act of 2004 
(Appropriations Act) was signed into law. The legislation mandated that “not later than 60 days 
after the date of enactment of this Act, the Federal Trade Comrmsslon shall amend the 
Telemarketing Sales Rule to require telemarketers subject to the Telemarketing Sales Rule to 
obtain from the Federal Trade Commission the list of telephone numbers on the ‘do-not-call’ 
registry once a month.”’io The FTC released a Notice of Proposed Rulemaking on February 10, 
2004, proposing to amend its safe harbor provision under the Telemarketing Sales Rule so that 
telemarketers and seIlers will need to purge from their calling lists numbers appemng on the 
national do-not-call registry every thirty (30) days, rather than quarterly.”’ 

2. Discussion 

52 We seek comment on whether we should amend our safe harbor provision to 
tnirror any amendment made by the FTC to its safe harbor. The Appropriations Act does not 
require the FCC to amend its mles. However, in the Do-Not-Call Implementation Act (Do-Not- 
Call Act), Congress directed the FCC to consult and coordinate with the FTC to “maximize 
consistency” with the rules promulgated by the FTC ’12 In addition, we note that, absent action 
to amend our safe harbor, many telemarketers will face inconsistent standards because the FTC’s 
jurisdiction extends only to certain entities, while our junsdictjon extends to all telemarketers ’ I 3  

53 Therefore, in an effort to remain consistent with the FTC’s rules, we propose 
amending our safe harhor to require sellers and telemarketers acting on behalf of sellers to use a 
version of the national do-not-call registry obtained from the admiillstrator of the registry no 
more than 30 days prior to the date any cal1 is made. We seek comment on how mending our 
safe harbor provision, or failing to do so, would affect tdemarketers’ ability to comply with the 
Commission’s do-not-call rules. What problems will telemarketers, including small businesses, 
face in “scrubbing”’ l4 their call lists every 30 days that they do not experience under the current 

~ ~ 

( continued from prevlous page) 
established pursuant to the do-not-call rules, (111) the seller, or telemarkcter acting on behalf of the seller, has 
maintained and recorded a Iist of telephone numbers the seller may not contact, and (iv) any subsequent call 
otherwse violahng the do-not-call hles is the result of error. See 47 C F R 4 64 12OO(c)(2)(i). 

lop See 2003 TCPA Order, 18 FC:C Rcd at 14040, para, 38  

Appropanoas Act ms requirement i s  in Division B, Title V 

See Telernarkefing Safer Rde ,  Nonce of Proposed Rulernakrng, Federal Trade Commission, 69 Fed. Reg. 7330- 
01, (February 13,2004) {FTCIVPW) The FTC’s proposal employs the phrase ‘‘thirty (30) days,” rather than the 
term used in the statute, “monthly,” notlng that "thirty (30) days” achieves greater clarity and precision in 
effectuatmg Congress’s intent m the Approprlations Act. 

I IO 

1 1 L  

Do-Aiot-Call Act, Secnon 3 112 

l 3  The FTC’s rules do not extend to entities over which it has no jurisdiction, mcluding common cmers,  banks, 
credit unions, savings and loans, cumparues engnged in the business of insurance, and airlines They also do not 
apply to mkastate telemarketing calls. 

telephone numbers afconsumers who have registered a desre not to be called 
“Scrubbmg” refers to comparing a do-not-call hst to a company’s call list and elimmating from the call hst the 1 I 4  
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using an automatic telephone dialing system or an artificial or prerecorded message to any 
wireless telephone number.22 We concluded that this encompasses both voice calls and text calls 
to wireless numbers including, for example, Short Message Service ISMS) calls 23 As part of our 
rulemaking, we also acknowledged that, beginning November 24, 2003, local number portability 
(LNP) would permit subscnbers to port numbers previously used for wireline service to wireless 
service providers, and that telemarketers would need to take the steps necessary to ensure 
continued compliance with the TCPA24 In adopting rules, we concluded that a seller or the 
entity telemarketing on behalf of the seller will not be liable for violating the national do-not-cail 
rules if I t  can demonstrate that it  mccts our safe harbor, including the requirement of accessing 
the national do-not-call database on a qumerly basis 25 

111. NOTICE OF PROPOSED RULEMAKING IN CG DOCKET NO. 04-53 

A. Background 

7 Section 14 of the CAN-SPAM Act requires the FCC, in consultation with the 
FTC, to issue rules to rotect consumers fiom unwanted mobile service commercial messages by 
September 26, 2004 28 Specifically, section 14(b), (c)  and (d) of the CAN-SPAM Act provides 
that 

(b) FCC RULEMAKING. - The Federal Communications Commission, in consultation 
wlth the Federal Trade COII~IIIISSIO~, shall promulgate rules within 270 days to protect 
consumers from unwanted mobile service commercial messages. The Federal 
Communications Commission, in promulgating the rules, shall, to the extent consistent 
with subsection IC) - 

provide subscnbers to commercial mobile services the ability to avoid receiving 
mobile service commercial messages unless the subscriber has provided express pnor 
authorization to the sender, except as provided in paragraph (3); 

allow recipients of mobile service commercial messages to indicate electronically a 
desire not to receive future mobile service commercial messages from the sender; 
take into consideration, in determining whether to subject providers of commercial 
mobile services to paragraph ( l ) ,  the relationship that exists between providers of 
such services and their subscnbers, but if the Commission determines that such 
providers should not be subject to paragraph (l), the rules shall require such 
providers, in addition to complying with the other provlsions of thls Act, to allow 
subscribers to indicate a desire not to receive future moblle service commercial 
messages from the provider - 

** 2003 TCPA Order, 18 FCC Rcd at 141 15, para. 165 

l3 See id 

Id at 141 17, para 170 LNP “means the abihty of users of telecommunications services to retain, at the same 
location, existmg telecommunications numbers without impament of quality, reliability, or convemence when 
switchmg from one telecommunicahons cdrner to another.” 47 U s c 8 153(30) See also 47 c F R $ 5 2  21(k) 
Wlreless carriers began providrng LNP on November 24,2003 

25 47 C.F R # 64 1200(c)(2)(1)(D) 

”See CAN-SPAMAct, Section 14(b) 

24 
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been in place for 12 years and the Coriunission's porting requirements have been in place for 
over five years IO4 Telemarketers have received sdfficient notice of these requirements in order 
to develop business practices that will allow them to continue to comply with the TCPA The 
record continues to demonstrate that information is currently available to assist telemarketers in 
determining which numbers are assigned to wireless Garners, Nevertheless, we recopze that 
once a number 1s ported to a wireless semice, a telemarketer may not have access to that 
information immediately in order to avoid calling the new wireless number. 

49 We seek comment on the narrow issue of whether the Comisslon should adopt a 
lirnited safe harbor during which a telemarketer will not be liable for violating the rule 
prohibilmg autodialed and prerecorded message calls to wireless numbers once a number IS 

ported from wireline ta wireless service. If so, we seek comment on the appropriate safe harbor 
penod given both thc techn~cal limitations on telemarketers and the significant pnvacy and 
safety concerns regarding calls to wireless subscribers lo' For example, would a period of up to 
seven days be a reasonable amount of time for telemarketers to obtam data on recently ported 
numbers and to scrub their call lists of those numbers? Or, as the DMA has requested, should 
any safe harbor the Commission adopt provide telemarketers with up to 30 days to do so7 Are 
there other options in the marketplace available to telemarketers that should affect whelher we 
adopt a limited safe harbor as well as the duration of any such safe harbor7Io6 We also seek 
comment on whelher any safe harbor penod adopted should sunset in the hture and, if so, when. 
In addition, we seek comments from small businesses which engage in telemarketing about the 
appropriateness of such a limited safe harbor and its parameters. 

B. National Do-Not-Call Registry and Monthly Updates By Telemarketers 

1. Background 

50 In adopting the national do-not-ca11 registry, we determined that a safe harbor 
should be established for telemarketers that have made a good faith effort to comply with the 
nationa1 do-not-call rules."' Consistent with the actions of the FTC, we concluded that a seller 
or the entity telemarketing on behalf of the seller will not be liable for violating the national do- 
not-call rules if it can demonstrate that r t  meets certain standards, including accessing the 
national do-not-call database on a quarterly basis To fall withm this safe harbor, a telemarketer 
must use a process to prevent telephone solicitations to any telephone number on the national do- 
not-call list, "employing a version of the national do-not-call registry obtaned from the 
administrator of the registry no more than three months prior to the date any call is made, and 
maintains records documenting this process. .''lo' We acknowledged at the time we adopted the 

See 2003 TCPA Order, 18 FCC Rcd at 141 16, para 168 

SeeId at 14115,para. 164. 

See Letter from Dean Garfinkel, Chairman, Cali Compliance, Inc. and Anthony Rutkowski, Vice President of 
RcguIatory Affairs, VeriSign Communications Services to Marlene H Dortch, Secretary, Federal Comm~nicatians 
C o m s n o n ,  filed January 27,2004 

'''See 2003 TCPA Order, 18 FCC Rcd at 14040, para 38 See also Telemarkemg Sales Rule, Find Rule, Federal 
Trade Commssion, 68 Fed Reg at 4645-46 (January 29,2003) 

47 C F R 4 64 1200(~)[2)(1)(D) The seller or telen~rketer acting on behalf of the seller must also demonstrate 
that as part of its routine business prachce (1) I t  has established and implemented wntten procedures to comply with 
the do-not-call rules, (11) it has trained its persnnnel, and any entity assrsnng m its compliance, in the procedures 

I05 
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108 
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a at the time of subscnbing to such service, and 
h in any bilqing mechanism; and 

4) determine how a sender of mobile service commercial messages may comply with the 
provisions of this Act, considering the unique technical aspects, including the 
functional and character limitations, of devices that receive such mes~agts.~’ 

(c) OTHER FACTORS TO BE CONSIDERED -- The Federal Communications 
Cornmission shall consider the ability of a sender of a commercial electronic mail 
message to reasonably determine that the message is a mobile service commercial 
message.28 

(d) MOBILE SERVICE COMMERCIAL MESSAGE DEFTNE’D --In this section, the 
term “mobile service commercial message” means a commercial electronic mail message 
that is transmitted directly to a wireless device that is utilized by a subscriber of 
commercial mobile services (as such term is defined in section 332(d) of the 
Communications Act of 1934 (47 U.S.C. 332(d))) in connection with such service. 

B. 

29 

Definition of Mobile Service Commercial Message 

8 Section 14(b)(l) o f  the CAN-SPAM Act states that the Commission shall adopt 
rules to provide subscribers with the ability to avoid receiving a “mobile service commercial 
message” (MSCM) unless the subscnber has expressly authorized such messages beforehand 30 
The Act defines an MSCM as a ‘‘commercial electronic mail message that is transmitted directly 
to a wireless device that is utilized by a subscnber of commercial mobile sexvice” as defined in 
47 U.S.C. 0 332(d) “in connection with that service,”” For purposes of th s  discussion, we shall 
refer to mobile service messaging as MSM.” As a threshold matter, we commence our inquiry 
by exploring the scope of messages covered by section 14. 

1. Commercial Electronic Mail Message 

9. Although the Act defines an electronic mail message broadly as a message having 
a unique electronic mail address with “a reference to an Internet domain,” the scope of electronic 
messages covered under section 14 IS narrowed.33 MSCMs are only those electronic mail 

27 CAN-SPAMArt, Scction 14(b) 

2 8  CAN-SPAMAct, Section 14(c) 

29 CAN-SPAMAci, Section 14(d) 

lo CAKSPAMAct, Section 14(b)(l) 
CAN-SPAMAct, Section f4(d) 

32 As technology continues to develop and wireless and wireline systems converge, often there are multiple formats 
and devices available for viewing messages When a customer subscribes to mobile sewice messaging, the 
subscnption is to a system that transmts all types of messages, not just those of a commercial vanety. 

CAN-SPAMAct, Section 3(5) and (6)  “Electronic mail message” is defined a5 “a message sent to a unique 
electromc mail address ” CAN-SPAM Act, Section 3(6) An “ctecmmic mail address” is further defined as “a 
destmatmn, commonly expressed as a string of charactcrs, cmsistmg of a unique user namc or mailbox (commonly 
referred to as the ‘local part’) and a reference to an Internct domain (commonly referred to as the ‘domain part’), 
whether nr not displaycd, to whch an electromc mail message can be sent or delivered ” CAN-SPAM Act, Section 
315) and (6) An Internet domain reference, such as “fcc gov,” IS used in standard addressing of electronic mail 

33 

6 



Federal Cammunicatious Commission FCC 04-52 

Instead, we encouraged the telemarketmg industry to make use of the tools available in the 
marketplace in order to ensure continued compliance with the TCPA.97 Jntermodal number 
portability went into effect on November 24, 2003, requiring carriers to allow consumers to 
transfer their telephone &umbers from a wireline service to a wireless service provider. 

45 Several parties raised concerns with the Commission about how to comply with 
the TCPA once intermodal LNP became effective.’’ The Direct Marketing Association @MA) 
and Newspaper Association of Amenca (NU) submitted a Petition for Declaratory Ruling 
asking the Commission to adopt a safe harbor for calls made to any wireless number regardless 
of whether the number was recently ported to wireless service.99 They argue that “inadvertent 
calls to wireless numbers are as inevitable as erroneous calls to numbers on the national Do-Not- 
Call list”’O0 Specifically, under the DMA and N u ’ s  “safe harbor” proposal, if a marketer 
subscribes to a wireless suppression service and uses a version of the data that is no more than 30 
days old, the marketer will not be liable under the TCPA for erroneous calls to wireless 
numbers 

2. Discussion 

46 We now seek additional comment on the ability of telemarketers, especially small 
businesses, to comply with the TCPA’s prohibition on calls to wireless numbers since 
implementation of intermodal LNP We specificaIly seek comment on whether the Commission 
sliould adopt a limited safe harbor for autodialed and prerecorded message calls to wireless 
numbers that were recently ported from a wireline service to a wireless service provider. 

47 The DMA indicates that it is ~n the process of creating a ported number 
database.”’ It contends, however, that this solution wrll not allow marketers to update their call 
lists instantaneously when consumers port their wireline numbers. The DMA argues that, even 
with a direct link to Neustar’s database of wircless service numbers that have recently been 
ported from wireline service, there will be time lags throughout the process, during which a 
consumer who has just ported a wireline number to wireless service could receive a call from a 
marketer.lo3 

48 As the Commission statcd in the 2003 TCPA Order, the TCPA rules prohhting 
tel marketers from placing autodial ed and prerecorded message calls to wireless numbers have 

97 Id at 141 17, para 170, ci‘ung letter from Neustar to the Federal Communications Cornmion, filed June 4,2003. 

See, e g , Letter horn Jerry Cerasale, Semor Vice Presidcnt, Drrect Markeung Association to K Dane Snowden, 
FCC, December 2,2003, and Letter from Anita Wallgren on behalf of the Tribune Company to Marlene H, Dortch, 
Secretary, Federal Cornmumcations Commission, filed November 10,2003. 

See Petition for Declaratory Ruling, Direct Marketing Assocjation and Newspaper Associabon of America, filed 
January 29,2004 (DMA Petition) 

loo DMA Petition at 4 

l o t  See DMA Pcfinon at 2 The DMA contends that, although the ’TCPA does not explicitly include a safe harbor for 
calls placed to wreless numbers, “there is significant ambiguity in the statute to allow the FCC to use Its rulemaking 
authority to create one ” DMA Petinon at 7 

98 

w 

See RMA Petriion at 4 

IU3 ~d at 4-5 
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messages “transmitted directly to a wireless device that is utilized by a subscriber of commercial 
mobile service’’ as defined in 47 U.S.C. 332(d) “in connectlon with that s e r ~ i c e . ’ ’ ~ ~  Section 
332(d) defines the term “comnmcial mobile service’’ as a mobile service that is provided for 
profit and makes interconnected service available lo the public or to such classes of eligible users 
as LO be effectively available to a substantial portion of the public 35 The Commission equates 
the statutory term ‘‘commercial mobile service” with L‘commercial mobile radio service” or 
CMRS used in Its rules.36 

10. Accordingly, it appears that only commercial electronic messages transmitted 
dircctly to a wireless device used by a CMRS subscriber would fall within the definition of 
MSCMs under the Act. Further, we note that the Act states that an electronic mail message shall 
include a unique electronic mail address, which IS defined to include two parts: 1) “a uniquc user 
name or mailbox;” and 2) “a reference to an Internet domain.”37 Thus, it appears that MSCM 
would be limited under the Act, to a message that is transmitted to an electronic mal  address 
provided by a CMRS provider for delivery to the addressee subscriber’s wireless device. We 
seek comment on this interpretation and its alternatives Commenten should address whether 
only these or other messages would fall under the definition of MSCM. 

11 Under the Act, whether an electronic mail message is considered “commercial” is 
based upon its “primary purpose.” 38 It meets this definition if i ts pnmary purpose is “the 
commercial advertisement or promotion of a commercial product or service (including content 
on an Internet website operated for a commercial pu~pose).”~’ A “commercial” message for 
purposes of the Act does not include a transactional or relationship message 40 The Act requires 
the FTC to issue regulations defining the relevant criteria to facilitate the dctcmination of the 
primary purpose of an electronic mail message by January of 2005.41 

Transmitted Directly to a Wireless Device Used hy a Subscriber of 
Commercial Mobile Service 

2. 

12. As explained above, in order to satisfy the definitmn of an MSCM, the message 

’’ CAN-SPAMAuf,  Section 14(d) 

35 47 U.S.C $ 332(d). 
See lmplameniarron of Secrron 6002@} of the Omnihus Budget Reconciliation Act 01 1993 Annual Repuri und 

Analysis of Compcntive Marker Cundrtlons with Respect io Commercial Mobile Services, WT Docket No. 02-379, 
Eighth Report, FCC 03-150 at 3 n 1 (re1 July 14, 2003) 

37 CAN-SPAMAci, Sec’non 3(5) and (6) 

’’ CAN-SPAM Act, Sectron 3(2) 

36 

CAN-SPAM Act, Sechon 3(2)(A), see a l ~ o  Section 3(2)(D) 39 

40 CAN-SPAM Act, Section 3(2)(3). Transactional and relationshp messages include those sent regarding product 
safety ur security informatmn, and notification about changes in terms, features, or the customer’s status. See CAN- 
SPAMAct, Section 3(17)(A)(l)-(iil) See also Secbon 3(2)(D) (notmg that a reference to a commercial entity does 
not by ItseIf make a message a commercial message) 

CAN-SPAM Act, Section 312)CC) See also Dejnitions, lmplemenlutron, and Reporting Requwemenrs Under the 
CAN-SfAMAct, Federal Trade Comssion,  69 Fed. Reg 11776 (March 11,2004). In addihan, the C A N - P A M  
Art gives the FTC the ability to modify the exemptions. See CAN-SPAMAcr, Section 3(17)(B) (expand or contract 
the categories of messages treated as transactmnal or relationship messages) 

d l  
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required identifier, material on how to request no more messages, and postal address), because 
that content might be limited in length or might not be readily displayable. Consequently, there 
might be some technical difficulties in ensunng that electronic mad content IS provided to 
subscribers in compliance with the requirements of the Act. We seek comment on these issues, 
particularly as they affect small wireless providers and other small businesses. We ask for 
comment on whether any such issues wilI be mitigated in the near future with advances in 
technology. For example, we understand that some commercial mobile service subscribers may 
already sup lernent the limited text handling functionality with anciIlary personal computer 
technology. We seek comment on this and any other possible technical considerations for 
senders of MSCMs that must comply with the Act. 

8 

IV. FURTHER NOTICE OF PROPOSED RULEMAKTNG IN CG DQCKl3T 
NO. 02-278 

A. Safe Harbor for Calls to Wireless Numbers 

I I Background 

43. As discussed above, the TCPA restricts, among other things, the use of automatic 
telcphone dialing systems and prerecorded  message^.^': The statute specifically prohibits caIls 
using an autodialer or artificial or prerecorded message “to any teIephone number assigned to a 
paging service, cellular telephone service, specialized mobile radio service, or other common 
carrier service, or any service for which the called party is charged.”” On July 3, 2003, we 
released a Report and Order in which we determined that under the TCPA, “it is unlawful to 
make URJI call using an automatic telephone dialing system or an artificial or prerecorded 
message to any wireless telephone number.”93 

44 In addition, we acknowledged in the 2003 TCPA Order that, beginning November 
24, 2003, numbers previously used for wireline service could be ported to wireless service 
providers and that telemarketers will need to take the steps necessary to identify these numbers 94 

We also noted that information 1s available horn a variety of sources to assist telemarketers in 
delemining which numbers are assigned to wireless carriers.95 Therefore, based on the evidence 
in the record, we found that it was not necessary to add rules to implement the TCPA as a result 
of the Introduction of wireline to wireless number portability, known as intermodal LNPTY6 

See, e g , “Use Bluetooth for SMS,” Wei-Meng Lee, (November 27,2002) <www ordlynet comilpt/a/2983> and 
- 
9n 

“Sending SMS Mcssages Using Wlndows XP,” Wei-Meng Lee (October 10,2003) 
<www oreillpet comilptfa/4230> 

47 U S C $ 227(b)(l) 

47 US.C 4 227(b)( I)(A)(iii) The prohbrtion excludes calls “made for emergency purposes or made with the 92 

prior express consent of rhe called p a q  ” 47 U S C fi 227(b)(l)(A) 

’’ 2003 TCPA Order, 18 FCC Rcd at 141 15, para 165 

LNP “means the ability ofusers ofteIecommunicahons servxces to retain, at h e  same location, existing 
telccnmumcations numbers without rmpairment of quality, reliability, or convenience when switching from one 
felecommunlcatlons carrim to another.” 47 U S C § 153(30) See d s o  47 C I: R. 9 52.21(k) 
’’ 2003 TCPA Order, 18 FCC Rcd at 141 17, para 170 

%fd at 14116,para 168 

Id at 141 I ? ,  para 170 Wireless carriers began providing local number portabihty (LNP) on November 24, 2003 94 
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must be “transmitted directly to a wireless device ” In light of the definition of an MSCM, as 
discussed above, It appears; that the statutory language would be satisfied when a message is 
transmitted to an electronic mail address provided by a CMRS provider for dehvery to the 
addressee subscriber’s wireless device. As discussed below, we believe that the specific 
lransmission technique used in delivenng a particuIar message may not be relevant under the 
statute, and that messages “forwarded” by a subscriber to his or her own wireless device are not 
covered under section 14. We scek comment on these interpretations as well as the issues 
descnbed below. 

I 

13. We have asked above whether a message becomes an MSCM only if it is 
transmitted to a wireless device used by a subscnber of CMRS “in connection with that service.” 
We seek comment on whether an interpretation that all commercial electronic mail messages 
sent to CMRS cmers ’  mobile messaging systems are MSCMs would be consistent with the 
definition of MSCM in thc Act For example, do CMRS cmm offer services through which 
electronic mail messages are sent directly to wireIess devices other than in connection wrth 
commercial mobile service as defined in section 332(d)? Commenters should also discuss any 
other relevant issues involving the definition of MSCM 

14 Trunsmrssron techniques Currently, there appear to be two main methods for 
transmitting messages to a wireless device, and those methods are through push and pull 
technologies Message transmission techniques using “pullii technologies store messages on a 
server until a recipient initiates a request to access the messages from either a wireless or non- 
wireless device. “Push” technologies automatically - without action from the recipient - send 
messages to a recipient’s wireless device. Certain messages that are initiated as electronic mail 
rncssages on the Internet and converted for delivery to a wireless device, discussed below in the 
context of SMS mcssaging, are examples of messages delivered to wireless devices using such 
push technologies. We believe that the definition of a MSCM should include all messages 
transmitted to an electronic mail address provided by a CMRS provider for delivery to the 
addressee subscnher’s wireless dcvice irrespective of the transmission technique. We seek 
comment on this interpretation and alternatives 

15. The legislative history of the Act suggests section 14, in conjunction with the 
TCPA, was intended to address wireless text rne~sagmg,~’ SMS messages are text messages 
directed to wireless devices though the use of the telephone number assigned to the device. 
When SMS messages are dent between wireless dewces, the messages generally do not lraverse 
the Internet and therefore do not include a referencc to an Internet domain. However, a message 
1nitia1ly may be sent through the Internet as an electronic mail message, and then converted by 
the service provider into an SMS message associated with a telephone number43 We seek 
comment on whether the definition of an MSCM should include messages using such technology 
and similar methods, and specrfically whether it should include either or both of these types of 

See 149 Cong Rec H12186-02 at 12193 (Congressman Markey “AS we attempt to tackle the issue of spam that 
is sent to OUT desktop computer, we must also rccognlze that rmllions of wireless corisumers m the United States run 
the risk of being inundated by wreless spam Unsolicited wireless text messages have plagued wlreless users in 
Furope, South Korea and Japan over the Iasl few years as wireless companies in such countries have offered 
wireless messaging services ”) See also 149 Con6 Rec H12854-08 at 12860. 

lhe address would contain a reference to an Internet domam It could reference the subscriber’s assigned 
telephone number Fur example, “2024 189999@[weIess company name] corn ” 

42 

43 
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IS a need for a separate exemption for CMRS providers from the section 14 “express pnor 
permission’’ requirement In particular, we seek specific examples of messages, if any, that 
CMRS providers send to their customers that are not already excluded under the Act in general. 
Should any exeinptmns for camers bc limited to only those messages sent by CMRS camers 
regarding their own servlce? What would be the impact of any such exemption on small 
businesscs? 

40 If the Commission opts to exempt CMRS carriers from obtaning prior express 
authorization, Congress has required that such providers, in addition to complying with other 
provisions of the Act, must allow subscribers to indicate a desire to receive no future MSCMs 
from the provider: 1) at the time of subscnbing to such service and 2) in any billing 
mechanism.84 We seek comment on how we might implement those requirements, if we provide 
an exemption. Finally, we seek comment regarding whether small wireless service prowders 
should be treated differently with respect to any of these issues, and if so, how. 

D. Senders of MSCMs aud tbe CAN-SPAM Act in General 

41 Section 14(b)(4) of the Act requrres the Commission to detennine how a sender of 
an MSCM may comply with the provisions of the CAN-SPAM Act in general, considering the 
“unique technical aspects, including the fbnctional and character limitations, of devices that 
receive such messages.”*5 If a sender i s  not prohibited from sending MSCMs to an address, 
either because the subscriber has not used his ability to stop such messages or because the sender 
has received “express prior authorization,” then the message must still comply with the Act in 
general *‘ Therefore, we ask for comment on speclfic compliance issues that senders of MSCM 
might have with other sections of the Act.” 

42 We beheve that a large segment of MSM subscribers who receive and send text- 
based messages on their wireless devices today do so on digital cellular phones that are designed 
principally for voice communications and that provide limited electronic mail message 
functionality Currently, text messa es are often limited to a maximum message length of 
ranging from 120 to 500 ~haractem!~ Some MSM providers limit the length of messages 
allowed on their systems to approximately 160 ~ha rac t e r s .~~  As a result, it  might be difficult for 
senders to supply information required by the CAN-SPAM Act (such as header information and 

84 CAN-SPAMAci, Section 14(b)(3}. 

*’ See CAN-SPAMAcl, Section 14(b)(4) 

We note also that the requirements of those sections would also apply if the definition we adopt for “express pnor a6 

authorEatlon” from Section 14 does not meet the standards of “affirmatwe consent” under the main Act See CAN- 
SPAM Act, Sections 3( I ), 4, 5 ,  and 6 

See, e g , CAN-WAM Ac!, Sections 4, 5 and 6. 

See Implemeniafan of Section 6002@) of the Omnibus Budget Reconciliation Act of 1993 Annual Report and 
A ~ R ~ J W S  of Cornpentwe Market Conditions with Respect to Commercial Mobile Services, WT Docket No 02-379, 
Eighth Repon, FCC 03-150 at 44 (re1 July 14, 2003) 

89 See, e g , <www vtcxt com/custorner~site/jsp/aboutservse,jsp~, Cwww cingular com/beyond-voiceitm_useris, 
and <www attw~relcss corn/personaUfeatu*es/commumcatidhowtotextrnessage jhtml> For example, de precise 
number of characters conveyed m an SMS message may vary depending on the data encodmg and access method 
used by the comrnerctal mobile service 

117 
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SMS messages described above. We note here that the TCPA and Cornmission rules prohibit 
calls using autodialers to send cerhn voice calls and text calls, including SMS messages, to 
wireless numbers 44 

16. Fonvardzng The manner in which recipients of MSCMs utilize messaging 
options may also be relevant to our interpretation of the definition of MSCM. For example, 
another way for a commercial mobile service subscnber to obtain electronic mail messages is for 
that subscriber to take steps to have messages forwarded from a server to the subsmber’s 
wireless device With this type of electronic mail transmission, a subscriber can, for example, 
obtain messages initially sent to an electronic mail account that is normally accessed by a 
personal We do not believe that section 14 was intended to apply to all such 
messages. First, defining the scope of section 14 to indude all “forwarded” messages could 
result in our rules applying to virtually a11 electronic mail covered by the CAN-SPAM Act 
bccause subscnbers can forward most electronic mail to their wireless devices. We do not 
belicve that Congress intended such a rcsult given that it would duplicate in large measure the 
FTC’s authority under the Act Moreover, the legislative history of the Act suggests that section 
14 was not intended to address messages “forwarded” in this manner.46 Congressman Markey, 
in support of section 14, stated. “Spam sent to a desktop computer e-mad address, and which is 
then forwarded over to a wireless network to a wireless device, i.e., delivered ‘indirectly’ from 
the initiator to the wireless device, would be treated by the rest of this bill and not by the 
additional section 14 wrreless-specific provisions we subject to an FCC r~lernaking.”~’ We seek 
comment on the view that such transmissions fall outside the category of those “transmitted 
directly to a wireless device,” Commenters should address our assumption that a broad 
interpretation of “transmitted directly to a wireless device” to cover “forwarded” electronic mail 
messages would expand the scope of section 14 to cover all electronic mail covered by the CAN- 
SPAM Act in general. 

17. Section 14 requires that the FCC “consider the ability of a sender of a commercial 
electronic mail messa e to reasonably determine that the message is a mob& service 
commercial rne~sage.”~ We seek comment on how a sender would h o w  that it was sending an 
MSCM if any action by a recipient to retneve his messages by a wireless device could convert a 
non-MSCM into an MSCM, or vice-versa We seek comment on the technical and 

B 

bl See infro paras 43; see 2003 TCPA Order, 18 FCC Rcd at 141 15, para 165 (“it IS unlawful trr make any call using 
an automatic telephone dialing system or an artificial or prerecorded message to any wireless telephone number”), 
bee also 47 U S C. 5 227(b)(l)(A)(iir) and 47 C F R 5 64.1200(a)(l)(m). 
45 This type of transmssion, employed in association with smart phones such as “Blackbeny”-typc devices, uses a 
server that can reside, for example, at the subscriber’s work location See <www nrn comb. In other cases, this 
type of service mght  be provided by the subscriber’s wlreless provider or other provider Electromc ma11 obtained 
by these servers 1s periodically forwarded to the server maintained by the commercial mobile service provider and 
then sent to the subscnber’s wlreless device. Such server systems typically allow subscribers to create such 
instructions, “forwardmg des, ’ ’  independently, and to redirect messages 

46See 149 Cong Rec H12854-08 at 12860 

See 149 Cong. Rec. €312854-08 at 12860 (Congressman Markey stated. “[Tlhis legislation now contains the 
Markey amendment on wireless spam, which originated in the House amendments to the Senate-passed bill. The 
redson I offered this amendment for mclusion in the House-passed bill IS that I wanted wireless consumers to have 
greater protection than that which was accorded in the version of S 877 which the Senate passed previously 

47 

CAN-SPAM Art, Sechon 14(c). 48 
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conment on whether a challenge-and-response system, as discussed above, could be used to 
accomplish this goal -78 A challenge-response mechanism sends back a challenge that requires a 
response venfyiiig some aspect of the message. In addition to the challenge-response systems, 
could an MSM subscriber select a “secret code” or other personal identifier that a subscnber 
could distribute sdectively to entities who she wanted to be able to send MSCMs to her? Could 
such an approach enable a carrier to filter out all commercial messages that do not include that 
“secret code” or personal identifier? We seek comment on whether there is some mechanism 
using the customer’s wireless equipment, rather than the network, that could be used by a 
subscriber to screen out future MSCMs. We seek comment on these and any other methods that 
would allow the recipient of MSCMs to indicate electronically a desire not to receive future 
MSCMs from the sender. We especrally seek comment horn small businesses that might be 
affected by such a requirement Further we seek comment on whether it would be appropnate to 
require or allow senders of MSCMs to give subscribers the option of going to an Internet website 
address provided by the sender to indicate their desire not to receive future MSCMs from the 
sender Additionally, we seek comment on whether there are additional considerations needed 
for MSCMs sent to subscnbers who are roaming on thc network, given, for example, that 
different networks may have different technological capabilities 

4. Exemption for Providers of Commercial Mobile Services 

38 Section 14(b)(3) requires the Commission to take into consideration whether to 
subject providers of commercjal mobile services to paragraph (1) of the As a result, the 
Commission may exempt CMRS providers from the requiremcnt to obtain express prior 
authorization from their current customers before sending them any MSCM. In making any such 
determination, the Commission must consider the relationship that exists between CMRS 
providers and their 

39 We seek comment on whether there is a need for such an exemption and how it 

would impact consumers.81 As discussed above, the Act already excludes certain “transactional 
md relationship” messages from the definition of unsolicited commercial electronic rnaiLg2 
These transactional and relationship messages include those sent regarding product safety or 
security inlormation, notification to facilitate a commercial transaction, and notification about 
changes in terms, features, or the customer’s status.83 We seek comment then on whether there 

See supra para 32 

CAN-SPAM Act, Sectmn 14(b)(3) 

18 

79 

ao 3d 

For example, in the 1992 TCPA Order, the C o m s s i o n  concluded that calls made by cellular carriers to their 
subscnbers for which the subscnbers were not charged do not fall within the TCPA’s prohibitions on autodialers or 
prerecorded messages. T h e  Commission believed that “neither TCPA nor the IegisIative history mdicat[ed] that 
Congress intended to impede cornmumcations between radio c o m o n  camers and their customers regardmg the 
delivery of customer semices by barring calls to cellular bubscribers for which the subscnber IS not called [SIC] ” 
See Rules and Regulatrons hplernrniing ihs Telephone Consumer Protection Act of 1991, CC Docket No 92-90, 
Report and Order, 7 FCC Rcd 8752 at 8775, para 45 (1992) (1992 TCPA Order). In the 2003 TCPA Order, 
however, the Comrmssion detemned generally that wireless customers are charged for incomng calls whether they 
pay in advance or after the rmnutes are used See 2003 TCPA Order, 18 FCC Rcd at 141 15, para. 165, 

8 1  

%e supra paru 11 See also CAN-SPAMAct, Section 3(2)(8) 

a3 See CAN-SPAM Acr, Section 3(17)(A)(i)-(iii) 
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administrative characteristics reIevant to distinguishing fonvarded messages as well as other 
messages 

C. The Ability to Avoid Receiving MSCMs 

1. How to Enable Consumers to Avoid Unwanted MSCMs 

18. We seek comment an ways in which we can implement Congress’s directive to 
protect consumers from “unwanted mobile service commercial messages.’”’ As explained 
above, section 14(b)(l) of the CAN-SPAM Act states that the Commission shall adopt rules to 
provide subscribers with the “ability to avoid receiving [MSCMs] unless the subscnber has 
provided express pnor authorization to the sender.”5” The legislative history of the Act suggests 
that section 14 was included so that wireless subscnbers would have greater protections from 
commercial electronic mal messages than those protections provided elsewhere in the Act.” As 
explained below, we believe that section 14(b)(l) is intended to provide consumers the 
opportunity to generally bar receipt of all MSCMs (except those from senders who have obtained 
the consumer’s prior express  ons sent).'^ However, we believe that m order to do so, the 
consumer must take affirmative action to bar the MSCMs in the first instance. Although it 
appears that Congress intended to afford wireless subscribers greater protection from unwanted 
commercial electronic mail messages than those protections provided elsewhere in the Act, it IS 

not clear k a t  Congress necessanly sought to impose a flat prohibition against such messages in 
the firs1 instance. However, as set forth below, we seek comment on both of these different 
interpretations of section 14@)(1) 

19 The language of the CAN-SPAM Act requires the Commission to “protect 
consumers from unwanted mobile service commercial The protections extend to 
unwanted MSCMs from senders who may ignore the provisions of the CAN-SPAM Act As a 
practical matter, the particular protections for wireless subscnbers required by the Act may 
require comprehensive solutjons. Therefore, in addition to those considerations directed by the 
CAN-SPAM Act discussed below, we seek comment generally on technical mechanisms that 
could be made available to wireless subscnbers so that they may voluntarily, and at the 
subscriber’s discretion, protect themselves against unwanted mobile service comniercial 

~ ~ ~~ ~ 

See CAKSPAM Act, Section I4(b), which provides, “[tlhe Federal Communications Commission, in Consultahon 49 

with the Federal Trade Commmmn, shall promulgate rules within 270 days to protect consumers from unwanted 
mobile service commercial messages ” 

CAN-SPAMAct, Section 14(b)(1) Section 14(b)(l) recognizes the potential for an exceptlon to this prior 
authorization regiment rn the telatronship between the subscriber and theu c o m e r n a l  mobile service provider 
CAN-SPAM Act, Section 14(b)(3). 

in order to safeguard consumer privacy 
in a way that reflects the more rntruslve nature of wrreless spam to the user than spam to a desktop computer, whch 
is immobile and for which the user may pay some type of ‘per message’ fee, the bill tasks the FCC with tackling this 
issue now, before it overwhelms users and network operators altke 
legislative foundation and puts in place admtional protections and modifications It requires an FCC rulemaking to 
assess and put in plrtce addlbonal consumer protections.”) See a h  149 Cong Rec H 12 186-02 at 12 193 

authonzation requirement See CAN-SPAM Acr, Section 14(b)(3), see uho infra paras. 38-40 

so 

See 149 Cong Rec H12854-08 at 12860 (Congressman Markey states ‘‘ 51 

Secbon 14 of the bill builds upon this 

Section 14 alIows the Comrmssron to exempt providers of commercial mobile services from this express prior 

CAN-SPAMAct, Section 14(b). 

52 

53 
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avoid receiving MSCMs, unless the subscnber has provided express pnor authorization to the 
sender ’I We seek comment,on the form and conlent of such “express pnor authorization.” We 
seek comment on whether it should be required to be in writing, and how any such requirement 
could be met ele~tronically.~~ We note that certain other requirements of the Act do not apply if 
the sender has obtained the subscnber’s "affirmative consent.yy73 As defined in the Act, 
‘‘affirmative consent” means: 1) that the recipient expressly consented either in response to a 
clear and conspicuous request for such consent, or at the recipient’s own initiative, and 2) in 
cases when the message IS from a party other than the party whch received consent, that the 
recipient was given clear and conspicuous notice at the time of consent that the electromc mail 
address could be transferred for the purpose of initiating commercial e-marl rnes~ages.’~ We 
seek comment on whether the definition of “affirmat~ve consent” would also be suited to use in 
defining ‘’express pnor authonzation.’’ 

36. We seek comment on whether any add~tional requirements are needed and the 
technical rnechanisms that a subscnba could use to give express prior authorization. For 
example, should there be a notice to the recipient about the possibility that costs could be 
incurred in receiving any message?” What technical constraints imposed by the unique 
limitations of wireless devrces are relevant in considenng the form and content of express pnor 
authorization76 We seek comment on ways to ease the burdens on both consumers and 
businesses, especially small businesses, of obtaining “express prior authorization” while 
maintaining the protections intended by Congress 

3. Electronically Rejecting Future MSCMs 

37 Section 14jb)(2) specifically requires that we develop d e s  that “allow recipients 
of MSCMs to indicate electronically a desire not to receive future MSCMs from the sender.”77 
We seek comment OR whether there are any technical options that might be used, such as a code 
that could be entered by the subscnber on her wireless device to indicate her withdrawal of 
permission to receive messages For example, could an Interface be accessed over the Internet 
(not necessarily through the wireless device) so that a user would access his or her account and 
modify the senders’ addresses for which messages would be blocked or allowed through? We 
seek comment on whether carriers, especially small caners, already have systems in place to 
allow subscribers to block messages from a sender upon request of a subscriber. We also seek 

CAN-SPAMAa, Section 14(h)( I)’ 71 

’* The Electronic Signntures in Global and National Commerce Act, S 761, codified at 15 U S C. 0 7001 (E-Sign 
Act) states that nomthstsndmg any regulation, or other rule of law with respect to any transacnon in or affecting 
interstate or foreign commerce, a signature, contract, or other record reIating to such transaction may not be demed 
legal effect, validity, or enforceability solely because it is 1n clectromc form, and, further, a contract relatmg to such 
transaction may not be denied Iegal effect, validity, or enforceabdity solely because m electronac signature or 
eIectromc record was used in its formation. E-szgn Act, 15 U S C. 8 7001(a). 

See, e g , CAN-SPAM Act, Section 5 73 

74 CAN-SPAMAct, Section 3j l )  

75 See, e g ,47 C.F R J 64 1 504(c)(2) (noting disclosure requirements for pay-per-dl). 

aspects” of devices receiving MSCM See mfiu Part 3 D 
’’ CAN-SPAM Act, Section 14(b)(2) 

We discuss the compliance of sendem with the requrremcnts of the CAN-SPAM Act given the “unique technical 76 
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messages. We seek comment on means by which wireless providers might protect consumers 
from MSCMs transmitted by senders who may willfully violate the wireless provisions of the 
CAN-SPAM Act addressed in this proceeding. We seek comment on how, in particular, small 
businesses would be affected by the various proposals we consider. 

20 We are aware that a number of other countries have taken a variety of technical 
and regulatory steps to protect their consumers from unwanted electromc mad messages in 
general. In doing so, some countnes such as Japan and South Korca have adopted an opt-out 
approach, while others such as the United Kingdom, France, and Germany had adopted an opt-in 
approach Still others have a mixed approach. Also, different countries have taken a vanety of 
positions on whether labeling and identification of commercial messages is required, whether a 
Do-Not-E-Mail registry can be developed, and whether the use of “spamware” is prohibited s4 

We seek commcnt on any of these approaches, consistent with section 14, applicable to 
unwanted mobile service commercial messages, with particular emphasis on their effectiveness, 
associated costs and burdens, i f  any, on carriers, subscribers or other relevant entities. 
Commenters should not only focus on the present, hut also on the foreseeable future 

a. Prohibiting the Sending of MSCMs 

21 Section 14(b)(l) states that the Commission’s rules shall “provide subscribers to 
commercial mobile services the ability to avoid receiving mobile service commercial messages 
unless the subscriber has provided express pior  authorization to the scnder ” One possible 
interpretation of this provision 1s that Congress intended to prohibit all senders of commercial 
electronic mail from sending MSCMs unless the senders first obtam express authonzation from 
the recipient. This reading would allow the subscnber to avoid all MSCMs unless the subscnber 
acts affirmatively to give express permission for messages from individual senders. 

22 Another interpretation of this provision is that Congress intended the subscriber to 
take affirmative steps to avoid receiving MSCMs to indicate his or her desire not to receive such 
messages. For example, under t h s  interpretation, the customer might, at the time he or she 
subscribes to the mobile service, affirmatively decline to receive MSCMs. The subscnber would 
still have the option to agree tu accept MSCMs from particular senders. We invite comment on 
both intcrpretations, particularly in light of the technological abilities and any constitutional 
concerns 55 

23 We also ask for comment on the practical aspects of either interpretation of t h s  
provision, given potential problems senders might have currently in determining whether the 

See “Background Paper for the OECD Workshop on Spam,” Orgwation of Economic Cooperation and 54 

Development, January 22,2004 <www oecd orgz Far a discussion of the Do-Not-E-Mail registry, see supra para 
29. 
55 We note that in enacting the CAN-SPAM Act, Congress found that “there is a substantial government interest in 
regulation of comme~cial electronic mail on a nationwide basis ” See CAN-SPAM Act, Section 2(b) The findings of 
Congress included. that electrnnic mil has become an extremely important and popular means of communication; 
that the cnnvenience and cfficicncy of electronic mail are threatened by the high volume of unsolicited commercial 
clcctrnnic mail, that the receipt of unsolicited commercial electromc nlail may result ~I I  costs for storage and/or time 
spcnt accessing, reviewing, and discarding such mail, and that the growth in such electronic nu11 imposes significant 
monetary costs on providers of Internet access services, businesses, and educational and nonprofit institutions See 
CAN-SF‘AMAct, Section 2(a)(l) through (3) and (6). 
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recipient was an MSM subscnber.66 Data suggests that t h s  “challenge-response” approach is 
available in countering unwanted dectronic mail, and a number of variants are possible.67 We 
seek comment on such mechanisms and alternatives. Is it reasonable to expect the sender to note 
the addressee’s status and refrain from sending kture messages to that address unless the sender 
has prior express authonzation? Could mechanisms notifylng the sender after he has sent an 
MSCM serve as an alternative or supplement to other mechanisms for enabling the sender to 
idcntify MSM subscnber addresses before an MSCM is sent? Would this practice be less 
burdensome to small businesses than alternative proposals? Would a challenge-response 
mechanism designed to filter out commercial electronic mal1 present an inappropriate 
impediment ta non-commercial messages? 

c. Commercial Message Identification 

33. We note that, in order to make any blocking or filtering mechanisms respond only 
to commercial messages, rather than to all messages, commercial messages would first need to 
be identified 68 We seek comment on the best methods that could be used by an MSM prowder 
to identify such messages as commercial, if such methods are needed to make a filtenng system 
effective For example, would it be useful to use characters at the start of the subject line, or 
other methods? We seek comment on methods fur “tagging” such messages so that they are 
identifiable as commercial messages. In addition, we ask about the practicality of having an 
MSM provider automatically request a response from the sender’s server for any MSCMs 
identified by unique characters in the subject line labeling.69 We seek commcnt on this and other 
similar approaches and their respective rnents and practicality. We seek comment on specific 
alternative approaches, 

34 By itself, a prohibition against anyone sending MSCMs wrthout pnor express 
permission would place the burden on the sender to ensure that it is not sending its messages to 
MSM addresses, We seek comment therefore on whether it would be necessary or useful to 
consider the optron of “tagging“ commercial messages to identify them We seek comment on 
this issue and on OUT authority to require such tagging on all commercial electronic mail We 
note that thc Act requires the FTC to tender a report to Con ess outlining a plan to address the 
labeling of commcrcial. electronic mail messages in general. We are especially interested in the 
comments of small businesses about this alternative Is it less burdensome than other 
alternatives? 

7$ 

2. Express Prior Authorization 

35 Congress directed the FCC to adopt rules to provide consumers with the ability to 

For example, such a response nught requlre confinnation of the sender’s awareness and mknt before continumg 

See, e g , “Controlling e-mail spam,” <spurn abuse net/anminhelp/mnrlJhtml> (notmg the NAGS Spam Filter 

As noted above, the term commercial 1s defined in the Act, and the FTC IS requlred to issue regulations related LO 

See, e g , C A N - P A M  Art, Section 1 l(2). 

See CAN-SPAMAct, Section 1 l(2) 

hh 

de1 ivery processing 

can reject spam mail automancally, sending a rejection letter with details of how to get past the block) 

that definition See supra para 11 

67 

68 

69 

70 
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message sent 1s an MSCM. Commenters should address enforcement and admimstrative 
concerns associated with q y  Commission action taken to protect subscnbers from unwanted 
MSCMs We also as4 whether the mechanisms described below might help alleviate those 
problems In addition, we ask for comment on the effect either interpretation might have upon 
small businesses. 

24. We seek comment on whether senders at this time have the practical ability to 
“reasonably determine” whether an electronic mail message is sent directly to a wireless device 
or elsewhere Some MSM subscriber addresses might be identifiable if they use a phone number 
in front of a reference to an Internet domain of a recognizable wireless carrier For example, 
“20241 89999@,[wireless company] corn” would be such an address However, we understand 
that other MSM suhscriher addresses do not have such easily distinguishable addresses, such as 
“nickname@[wireless company] corn ” Moreover, as technology evolves, the options available 
for accessing and reading electronic mail messages from mobile devices will only expand 
Therefore, as required by the Act, we must “consider the ability of a sender” of a commercial 
message to “reasonably determine” that the message IS an MSCM.56 

25 There appear to be a variety of mechanisms that, if implemented, could allow a 
sender to reasonably determine that a message IS being sent to an MSM subscriber We seek 
cowmen1 on the efficacy and cost considerations of each of the specific mechanisms identified 
below, as well as any reasonable alternatives, whether they are offered at the network level by 
service providers, at the device level by manufacturers, or even by other mechanisms involving 
subscribers themselves We especially seek comment from small businesses on these issues. If 
wireless providers are to follow direction from subscnbers as to which senders’ messages should 
be blocked or allowed to pass through any filter, we seek comment on whether such information 
about the subscribers‘ choices is adequately protected We seek comment on whether other 
protections are needed and what they might be. 

26. In this section we focus on possible mechanisms to enable senders to recogruze 
MSMs by the recipient’s electronic mail message address, specifically the Internet dornam 
address portion 57 

27 List ofMSMdomain names We seek comment on whether we should establish a 
list of all domain names that are used exclusively for MSM subscnbers, to allow senders to 
identify the electromc mail addresses that belong to MSM subscribers, We note that this list 
would not include unique user names or mailboxes-rather, i t  would solely be a registry of a 
small number of mail domains to allow senders to identify whether any messages they were 
planning to send would in fact be MSCMs 58 If an MSM provider were to use a portion of their 
domain exclusively for MSMs, the list would include the portion of its domain devoted to that 
purpose In that case, we believe that a sender could consult such a list to reasonably determine 
if a message was addressed to a mobile service subscnber. We seek comment on whether it IS 

5o CAKSPAMAcr, Section 14(c) 

See CAN-SPAMAct, Sections 3(5)  and 14(d) (defining electronic mail address and moblle servlce commerclal 
message) 

58 The unique user name or mailbox is commonly referred to as the “local part” of the electromc mail address See 
CAN-SPAMArt, Section 3(5) 

51 
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and how such a registry might be In particular, could the confidentiality of MSM 
subscriber electronic maiI addresses be adequately protected if mamtained on a widely- 
accessible list? We seek comment on the burdens on small businesses to participate in such a 
regstry We seek comment on whether the establishment of a registry of electronic m a l  
addresses could result in more, rather than less, unwanted electromc mail messages being sent to 
those addresses. 

30. MSM-only domain name. We seek comment on whether it would be possible and 
useful to require the use of specific top-Ievel and second-level domains, whlch form the last two 
portions of lhe Internet domain address. For example, could we allow camers to use a top-level 
domain, particularly the ‘‘ us” country-code top-level domain, and require that to be preceded by 
a standard second-level domain (such as “<reserved doman>” for mobile message service)? 
Under such an approach, MSM providers wireless company ABC and wireless company X Y Z  
would gradually transition the domain parts of their subscnbers’ electronic mail addresses to 
“@[wireless company ABC].<reserved domain> us” and “@[wireless company XYZ].<reserved 
domain> us” respcctively Could Garners or other parties subject to the Commission’s 
junsdiction implement such solutions independently, or would such approaches require 
cooperation of entities not generally under our jurisdiction? We seek comment on the burdens on 
small businesses to use such domain names. 

31 Cummon MSM subdamam names. We seek comment on whether we should 
require one portion of the domain to follow a standard naming convention to be used for all 
MSM service, or whether each c m e r  could choose its own naming convention w i h n  its own 
domains, as long as it was only used for such service We note that one apparently significant 
difficulty with this approach is that entities that do not provide MSM service might also adopt 
such names. Thus, the sender might not be able to distinguish those addresses to which sending 
an MSCM was prohibited fiom some other addresses to which it is not prohibited. We seek 
comment on these and any other domain name-based approaches, their respective merits, and 
their practicality. In addition, we seek comment as to the effect a doman-name based approach 
will have on small communications carriers and whether there are less burdensome alternatives 
for such businesses 

b. Challenge and Response Mechanisms 

32. As an alternative, we seek comment on whether we should require wireless 
providers to adopt mechanrsms that would offer what is known as a “challenge-response” 
system A challenge-response mechanism sends back a challenge that requires a response 
verifying some aspect of the message. It IS our understanding that technical mechanisms exist 
thal could automatically hold a message and send a response to the sender to let the sender know 
the message was addressed to an MSM subscr~ber.~~ For example, such technoIogy might either 
ask for confirmation from the sender before forwarding the message to the intended recipient, or 
just return the firs1 message from a sender with a standard response noting that the intended 

We note that unlike telephone numbers allowed on the do-not-call registry, which does not include business 

“Challenge system for e-mail is spam foe,” Dim, S , San Jose Mercury News (Jan 2 5 ,  2004) 

64 

telephone numbers, the elecmnic mail addresses protected under the CAN-SPAM Act include all types of accounts 

<www contracostatrmes com/mld/cct1mes/business/7792935 htm> 

65 
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industry practice for providers to employ subd~rnains~~ that are exclusively used to serve their 
MSM subscribers that distinguish such customers from other customers. For example, if a 
company offers both MSM and non-MSM services, does it assign subscribers to those different 
scrvices the same or differed domain names for their addresses? If not, we seek comment on 
whether we should require MSM providers to do so. We seek comment on whether using 
exclusive subdomain names should be required for all MSM service, or whether we should 
require carricrs to offer subscribers the option of using such a name 

28 In connection with this approach, we seek comment on whether we should 
establish such a lis1 and prohibit the sending of commercial electronic mail messages to domains 
011 that list as violations of the Act. We seek comment on what steps the Commission may take 
to encourage or require the use of domain name oriented solutions by entities subject to OUT 

jurisdiction.m Further, we seek comment on what steps the Commission could take to facilitate 
these solutions through Interaction with industry and other entities not directly regulated by the 
Commission. We seek comment on any practical, enforceability, cost or other concerns related 
to establishing such a list We seek comment on how it might be established, maintained, 
accessed and updated We seek comment regarding any burdens on small business owners who 
advertise using electronic mail to check such a list in order to comply with the Act. 

29 Registv of individuul subscriber addresses. We seek comment on whether we 
should establish a limited national registry containing individual electronic mail addresses, 
similar to the national “do-not-call” registry.61 The FTC is tasked with reviewing how a 
nationwide marketing “Do-Not-E-Mail” registry might offer protection for those consumers who 
choose to join 62 Would a similar rcgistry just for MSM addresses be consistent with the Act in 
general and with the greater protections provided in section 14(b)(l) for MSM subscnbers? If 
the FTC implements a registry, how would ours differ? We seek comment on any practical, 
technical, secutlty, privacy, enforceability, and cost concerns related to establishing such a 
registry 63 In particular, we seek comment on how it might be established, maintained, accessed 
and updated We seek information about the volume of addresses potentially included in such a 
registry, how MSM providers could verify that submitted addresses were only for MSM service, 

Domain name IS defined in the CAN-SPAM Act as “any alphanumeric designation which is ~egistered with or 5Y 

awgned by any domain name registrar, domain name regisby, or other domaln name registration authority as part of 
an electronic address on the Internet ” CAN-SPAMAct, Section (3)(4). Typically an enteqmse will register a 
second-level domain name with the registrar for a top-level domaln (e g , “ corn” OT “ net” or ’’ gov”) to create the 
domain adrmnistered by the enlerpnse (e g , uscourts gov). By subdomain name w e  mean a further subdiviston by 
the enterprise of its domain, identified by the characters to the left of the enterpnse’s domain name For example, m 
the address “rxample@cadc uscourts.gov” the subdomaul name would be the “cadc” portion of ihe address 

See CAN-SfAM Act, Secttons 3(5) and 14(d) (defining electramc mail address and mobile service commercial 
message). 

The nahonal do-not-call registry was established to help consumers avoid unsolicited tekphone calls. See Do- 
Not-Call Implementation Act, Pub L No 108-10,117 Stat. 557 (2003), codfledat 15 U S.C Q 6101 (Do-Not-Call 

62 CAN-SPAMAct, Section 9 (the FTC is required to report to Congress on this topic by June 1,2004) See ULO 
Request for Information Federal Trade Comrmssion’s Plan for Establishmg a National Do Not E-mail Regislry 
(February 23,2004), Cwww ftc gov/opa/2004/02/dnem htm> 

the Do-Not-E-Mad Registry See CAN-SPAM Act, Sechon 9(a)(2) 

UI 

61 

Art) 

Note that all of these categories, except for cost, are items Congress has asked the FTC to discuss with regards to 63 
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